Adaptations de FreeRadius pour
Debian Jessie

\

(%)) FreeRADIUS

The world's most popular RADIUS Server




Jusqu'en mars 2015 :

Borne
Wifi




Ancien mode de fonctionnement

[root@pea:/etc/freeradius# 1s

acct_users au

attrs certs
attrs.access_challenge certs_28.12.13
attrs.access_reject certs_backup
attrs.accounting_response certs_gordon.old

dictionary
dynamic_clients.conf
eap.conf
experimental.conf
hints

preproxy_users

sites-enabled

ldap.attrmap radiusd.conf sqlippool.conf
modules radiusd.conf.old templates.conf
policy.conf rim_python_wifi.conf.old wusers
policy.txt sites-available wifi.key.old

attrs.pre-proxy clients.conf huntgroups proxy.conf sql.conf
root@pea:/etc/freeradius# ||
B Co?%lgura?;on for the Python module.
#
#
python crans_fil {
>——-mod_instantiate = freeradius.auth
>———func_instantiate = instantiate
# Spécifique au filaire: accepte direct
>——-mod_authorize = freeradius.auth
>———func_authorize = authorize_fil
# Renseigne le vlan
# remplacer par dummy_fun pour ignorer le tagging de vlan
BB RRRRRRRRRRRRARRRR R R AR R AR R AR R R RR AR R AR R AR R AR RSB R##### >~~~ "0d_post_auth = freeradius.auth
# >———func_post_auth = post_auth_fil
# Authentification filaire du crans
# # Que faire avant de quitter
FEESREEE SRR RS R R R R AR B RER RS RR R AR BB ERESRER SRR RSS20 0000y 00-detach = freeradius.auth
———func detach = detach
server f%laire I # Le reste est dumb et inutile
authorize{ ~——-mod_accounting = freeradius.auth
preprocess =——-func_accounting = dummy_fun
crans_Til
} >——-mod_pre_proxy = freeradius.auth
>———Ffunc_pre_proxy = dummy_fun
authenticate{
crans_Til >——-mod_post_proxy = freeradius.auth
} >———Ffunc_post_proxy = dummy_fun
post-auth{ »-—-mod_recv_coa = freeradius.auth
crans fil =———func_recv_coa = dummy_fun
}

2

freeradius.auth
dummy_fun

>——-mod_send_coa =
>-——func_send_coa =

}



Borne
Wifi

Depuis mars 2015 :




Les sites available sont dans /usr/scripts

.—(14:40:11)-(/usr/scripts/freeradius/sites-available)-————

[(=—> 1s

dynamic_clients filaire inner-tunnel wifi
B Configuration for the Python module. @ Confi |ur“‘un for the Python maduie. E E;:;t:;;",T;L_%::“ihg Python module.
= # =
b =

python crans_nas {

>---mod_instantiate = freeradius.auth
>———func_instantiate = instantiate
rempli le mdp

# Spécifique NAS
>-—-mod_authorize =
>---func_authorize =

freeradius.auth
authorize_nas

# Que faire avant de quitter
>---mod_detach = freeradius.auth
>-——Ffunc_detach = detach

# Le reste est dumb et inutile
>——-mod_post_auth = freeradius.auth
>———func_post_auth = dummy_fun

>——-mod_accounting = freeradius.auth
>———func_accounting = dummy_fun

freeradius.auth
dummy_fun

>——-mod_pre_proxy =
>———func_pre_proxy =

freeradius.auth
dummy_fun

>——-mod_post_proxy =
>———func_post_proxy =

>-—-mod_recv_coa = freeradius.auth

>———Ffunc_recv_coa = dummy_fun
>---mod_send_coa = freeradius.auth
>-——func_send_coa = dummy_fun

}

python crans_fil {
>---mod_instantiate =
>———func_instantiate =

freeradius.auth
instantiate

# Spécifique au fil accepte direct
>---mod_authorize = freeradius.auth
>---func_authorize = authorize_fil

# Renseigne le vlan

# remplacer par dummy_fun pour
>——-mod_post_auth = freeradius.auth
>———func_post_auth = post_auth_fil

ignorer le

# Que faire avant de quitter
>-—-mod_detach = freeradius.auth
>---func_detach = detach

# Le reste est dumb et inutile

freeradius.auth
dummy_fun

>---mod_accounting =
>———func_accounting =

freeradius.auth
dummy_fun

>——-mod_pre_proxy =
>———func_pre_proxy =

freeradius.auth
dummy_fun

>——-mod_post_proxy =
>———func_post_proxy =

freeradius.auth
dummy_fun

>-—-mod_recv_coa =
>———func_recv_coa =

freeradius.auth
dummy_fun

>—--mod_send_coa =
>———func_send_coa =

}

python crans_wifi {

>---mod_instantiate = freeradius.auth

>---func_instantiate = instantiate

# Spécifique au WiFi rempli le mdp
>---mod_authorize = freeradius.auth
>———func_authorize = authorize_wifi

# Renseigne le vlan

# remplacer par dummy_fun pour ignorer le

freeradius.auth
post_auth_wifi

>---mod_post_auth =
>---func_post_auth =

# Que faire avant de quitter
>---mod_detach = freeradius.auth
>---func_detach = detach

# Le reste est dumb et inutile
>---mod_accounting = freeradius.auth
>———func_accounting = dummy_fun

freeradius.auth
dummy_fun

>——-mod_pre_proxy =
>———func_pre_proxy =

>——-mod_post_proxy = freeradius.auth

>———func_post_proxy = dummy_fun
>---mod_recv_coa = freeradius.auth
>———func_recv_coa = dummy_fun
>---mod_send_coa = freeradius.auth
>-—-func_send_coa = dummy_fun

}



@radius_event

def authorize_wifi(data):
"""Section authorize pour le wifi
(NB: le filaire est en accept pour tout le monde)
Exécuté avant 1'authentification proprement dite. On peut ainsi remplir les
champs login et mot de passe qui serviront ensuite a l'authentification
(MschapV2/PEAP ou MschapV2/TTLS)"""

items = get_machines(data)

if not items:
logger.error('No machine found in lc_ldap')
return radiusd.RLM_MODULE_NOTFOUND

if len(items) > 1:
logger.warn('lc_ldap: Too many results (taking first)')

machine = items[2]

proprio = machine.propriof()

if disinstance(proprio, lc_ldap.objets.AssociationCrans):
logger.error('Crans machine trying to authenticate !')
return radiusd.RLM_MODULE_INVALID

for bl in machine.blacklist_actif():
if bl.value['type'] in BL_REJECT:
return radiusd.RLM_MODULE_REJECT
# Kludge : vlan isolement pas possible, donc reject quand-méme
if not WIFI_DYN_VLAN znd bl.value['type'] in BL_ISOLEMENT:
return radiusd.RLM_MODULE_REJECT

if not machine.get('ipsec', False):
logger.error('WiFi auth but machine has no password')
return radiusd.RLM_MODULE_REJECT

password = machine['ipsec'][@].value.encode( 'ascii', 'ignore')
# TODO: feed cert here
return (radiusd.RLM_MODULE_UPDATED,

(),

(
[] ("Cleartext-Password", password),
)



A partir de maintenant :

Fusion totale, c'est auth.py qui répond
suivant la téte de la requete

python crans_unifie {
e goq ) ) mod_instantiate = freeradius.auth
1TiTiCation iLilalre au "ans func_instantiate = instantiate

T N N N N N N N N N N N N N N N N X nn mod_authorize = freeradius.auth
func_authorize = authorize

server filaire {

autho rize{ mbd_post;auth = freeradius.auth
preprocess func_post_auth = post_auth
crans_unifie Jue - - .

} mod_detach = freeradius.autﬁ

func_detach = detach
authenticate{ mod_accounting = freeradius.auth
crans unifie func_accounting = dummy_fun
} mod_pre_proxy = freeradius.auth

func_pre_proxy = dummy_Tfun

pOSt-auth{ mod_post_proxy = freeradius.auth

o .o func_post_proxy = dummy_fun
crans_unifie

} mod_recv_coa = freeradius.auth
func_recv_coa = dummy_fun

}

- mod_send_coa = freeradius.auth

func_send_coa = dummy_fun
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Systeme d'impression actuel
et evolutions possibles

UNIX
PRINTING
SYSTEM



Configuration actuelle (depuis mars 2015)
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Configuration envisagée
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